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Introduction

EtherNet/IP: EtherNet/IP stands for "Ethernet Industrial Protocol", which is an industrial multi-vendor
network that uses Ethernet.

Multi-vendor networks between EtherNet/IP devices:

Ethermet communication

L]

EtherNet/IP Equipment
(Scanner)

EtherNet/IP communication

Eﬁﬁ Ethernet Hub

EtherNet/IP Equipment
(Adapter)

KW2D Series Smart RFID Reader



Specifications

EtherNet/IP specifications for KW2D:

ltems Specifications
Supported protocols EtherNet/IP communication (adaptsr)
Supported ports Ethernet port
Action Targeted equipment
Port number 44818 (Clasgs 3), 2222 (Class 1)
Viendor ID 158
Mumiber of CIP connections 3 bottles
MNumber of settings 4 piscas
IM Inztance 1D: 100 (36 words)
YO messags communication CIP connection points Inztance 1D: 200 (36 words)
functions ouT Instance ID: 198 (for Input Only)
Instance 1D: 198 (for Listen Only)

RPI (communication cycle) 10 to 2000ms
CIP Connection Typs Exclusive Owner/Input Only/Listen Only
Sarver Support (number of CIP connectiona: 37)

Class 3 (connection typs)
Explicit messags Clisnts Unzupported
communication function

Sarver Support (number of CIP connsections: 39)
UCMM

Clients Unsupported

*1 Thse maximum number of connections iz 3 in total with the CIP connections uzed in the class 3 (connection typs) explicit message
communication function.
*2. The maximum number of connections is 2 in total with the CIP connections used in YO message communication function.



EthernetNet/IP

EtherNet/IP adaptors are of two kinds:
1. 1/0O Message Communication ( target ) function
2. Class3/UCMM Communication

I/0 Message Communication function:

It is a function that allows EtherNet/IP devices to cyclically read and write data with each other. The target
unit for reading/writing data is called a CIP connection poill we are going to look at 1/0 Message communication
function in this presentation

Class3/UCMM Communication function:

Communication in which the target executes and responds to the service requested by the originator.




EthernetNet/IP

/0 Message Communication function:

It is a function that allows EtherNet/IP devices to cyclically read and write data with each other. The target
unit for reading/writing data is called a CIP connection point.

A CIP connection is a virtual communication line between EtherNet/IP devices.

There are 3 types
1. Exclusive owner ( Requires CIP connection ; Send & Receive can be done b/e Target and Originator )

2. Input Only ( Requires CIP connection; Only sends data from Target to Originator )
3. Listen Only ( Does not require CIP connection; Only data from Target to Originator )

In our case of KW2D:

Originator( PLC Target( KW2D )




Memory Assignment

Input Assembly (Instance ID: 100)

KW2D RFID Reader to host device (originator) | A4 | Stpostion contens Desaription cecimah
ot Verification result OK When a tag list is registered: Turns on if the verification result is pass. 0
17 Verification result failure Turnz on if the RFID tag verification result is failure. o]
I e P e B
Indicates whether the KW2D Senes Smart RFID Reader has basic
3 RFID reader sstting status | ssttings (project) 0
0: Has settings, 1: No settings
4 Tag st status hd cates whe.t"a' the KW2D Series Smart RFID Reader has a tag list 0
0: Has a tag list, 1: No tag list
5 Reserved 0
8 Ressrved o]
o] - FFID operation ctatus I:;d ;j:?isnge; ?g?;;:’t'i;; statug of the KW2D Series Smart RFID Reader. 0
g1.=2 Authority D1 0
972 [ Authority D2 0
1012 Authority D3 0
1172 | Authority D4 Indicates the autharity of the detectad RFID tag 0
12'1.°2 Authority D5 1 to 255: Authority 0
131.%2 Authority DB o]
147.72 Authority D7 0
15772 Authority D8 0
) e KW2D special tag detection gegig Seriss epacial tag not detected, 1: KW2D Series special tag 0
1to0 15 Ressrved o]
2 Oto 15 Ressrved 0
3 Oto 15 Ressrved o]
4 Reserved 0

List to be continued in next page----->



Memory Assignment VIDEC

. N Intial value
Input Assembly (Instance ID: 100) i ot — -
. . RFID operation stats Indicalss the oparation atatuo of the KW2D Seris Srmart FFID Reader: | gy
KW2D RFID Reader to host device (originator) —_—
g . o Indicates the authorty of the detected RFID tag -

L] N Authority D1 110255 Authority o

_ o Stored in order of Upper byts | r) and lower byts -
character -
- _ o Stored in order of Upper yte (3rd character) and lower byts (4th -
character) -
S
il

S . o Stored in order of upper byte (Bth character] and kwer byts (10t 5
character)

4l - Recerved 0
3 - Raserved [
i Recarved s
151 . e 1 Stored in order of upper by ar) and lower byte o

.
- . e 1 Stored in order of upper by oter) and lower byts (4th o
.
- Stored in order of uppar byle (Sth character) and lower byte (B1h
e character) -
o I Stored n order of uppar Dyl (71h character) and lower Byte (B1h 5
15 . [ Stored in order of upper byts [Bth character) and lower byts [10th N
Stored in order of upper byt (11th character) and lowsr byte N
12thwoharacter)
: L e -
, Stored i order of Uppsr byte (15th charactsr) and lowsr byts (168 -
- Name 1 ']
e
o Ctored 1 order of Upper yte (17t charactsr) and lowsr byte (18 -
23 - Name 1 Q
e
- Ragerved o

o I Stored in order of uppar byle (12t characted) and lower byte @2nd -

- e character) -

Name 2 Stored in order of upper byts [3rd charactsr) and lower byt (dth N

- - ‘character) -

. . N Stored in order of upper byts [Bth character) and lower N

= character) o

N Stored in order of upper byt (7th character) and lower by N

o ~ Stored i order of Uppsr byts (2t characten) and lower byt (10t -

2 - Name 2 ']
e

- N Gtored i ordar of uppar byt (111 character) and lower byts -

30 - Name 2 o
e

— ST T e T T e -
St

- - ‘charactsr) -

- - ‘charactsr) -

34 - Number of detections Stores the number of timee an RFID tag has been detected. (1]
35 B Locking operation tme Down counting )




Memory Assignment

Output Assembly (instance ID: 200) | asuess | sit posiion — Descrption inttal valus

(decimal)

Host device (originator) to KW2D RFID Reader

Stops KW2D Series Smart RFID Reader detection processing of RFID
tags.

Restorss original operation when cancsled.

0: Cancsl stop command, 1: Stop command

0 Stop RFID command

Canesls the lock operation
0: No cancel lock operation command, 4]
1: Turn on cancel lock operation command

Forcibly cancsl lock
command

Forcibly stop timer for lock Stope the timer for the lock time.

2 time command 0: No command, 0
1: Turn on stop timer for lock time command

a Reserved 0

4 Reserved 0

5 Reserved 0

(] OK command ON: Turm on OK command, OFF: No command 0

7 Failurs command ON: Turn on failurs command, OFF: No command 0

Controle the buzzer.
8 Enable manual contrel of 0: Disable manual control of buzzer, 0

0 buzzer 1: Enable manual control of buzzer

9 Control buzzer Turns the buzzer on/off. o
0: Turn off buzzer, 1: Turn on buzzser

~ GControls the LEDs (red).
10 Enabie manual control of 0: Disable manual control of LEDs (red),

LEDs (red) 1: Enable manual control of LEDs (red)

Turng the LEDs (red) on/off.
0: Turn off LEDs (red), 1: Turn on LEDs (red)

1 Control LEDs (red)

~ GControls the LEDs (whits)
12 Enable manual control of 0: Disable manual control of LEDs (whits) 0

LEDs (white) 1: Enable manual control of LEDs (whits)

Turng the LEDs (white) on/off.
0: Turn off LEDs (white), 1: Turn on LEDs (whits)

~ Controls the LEDs (green).
14 Enable manual contral of 0: Disable manual control of LEDs (gresn), 0

13 Control LEDs (whits)

LEDs (graen) 1: Enable manual control of LEDs (graen))
P Turna the LEDs (green) on/off.
15 Gontrol LEDs (grsen) 0: Turn off LEDs (green), 1: Turn on LEDs (green) 0
1t03 Oto 15 Raserved 0
4to 35 Oto 15 Reserved 0




Requirements

Requirements: ( Used for this procedure)

Hardware: Softwares:

1. FC6A-D16R1CEE ( PLC) 1. WindLDR ( Version 8.18 )
KW2D-R100Q4E ( RFID Reader ) 2. KW2D Configurator ( Version 1.1.1)
PS5R-VC24 ( Power supply )

SX5E ( Ethernet Hub )

CATG6 cables (4 nos)

RFID tag( Card type or KEYFOB type)

ok whN




Block Diagram( Configuration )

sy

192.168.1.7

% 192.168.1.20

192.168.1.50

192.168.16

Connect +V/-V from PS5R power supply
to PLC, RFID reader & Ethernet Hub




Procedure

Configuration of KW2D:

1. Open KW2D Configurator software

2. Click on “File” -> Click on “New Project”

3. Enter Name: KW2D_FC6A_EIP ( Not Mandatory option, can skip if not necessary )
4

FO| |OW the StepS o Project.kwrc - KW RFID Configurator - O X
File Online Help Enelish =
A"

RFID Reader Settines | Tag List

MName:  KW2D_FG6A_EIP

Network Settings
IP Address:

Subnet Mask:

192.168.1.50

N 8 W

Default Gateway:

Q

m:cis Allow Access by IP Address

annection Settings
Port Na. Gommunication Mode
2222744818  EtherNet/IP Adapter

2101 Maintenance Communication Server
2102 Unused

pr— -,

Password Settings
Download Password

Download Password(Canfirm

Upload Password: Upload Password Upload PasswordiGonfirm)
Tae Read Settines

IC Tae Standard:

7 ISO/IEC 18092 Type F(Felf@ [Z]ISO/IEC 16693 Type V'
H2 fsecl

7 ISO/IEC 14443 Type A(MIFARE etc)

Reading Mode: / Keep ON state for a certain time after reading

' ic o 0 TRecommended 7, Gard: 0
Near Far
Reading Time: (S0 + {#) 300[msec]
Quick, Slow

# Use Buzzer # Use LED

Monitor || Download(PG to RFID) -|‘




Procedure

Configuration of KW2D:

6. Clickon “ Tag List” tab. ( For registering tags/UIDs)
7. There are two procedures to register tags
» Manually by clicking on “Add” button (or)
» Scanning each RFID tag to the reader ( Follow procedure given below )

o

File Online Help I

e

ET;:EITE/ up (O RFID Reader Monitor < 9> ( 1 5 %

IP Addresq|  192.168.1.50 rd Reference

Port No: 2101 -

Target Information
11. Once PC-KW2D are connected ome systom Softnars omee

12. Scan the tags on to the reader HAG Adeess
13 C||Ck on “ Save Unregistered UID to MNo. | IO Tae Standard 5} Name Name2 Authority
. 9 . 1 ISO/IEC 14443 Type A 0419A6126F5A81 Unregistered
Tag List” to get them registered. 2 O/EG 1483 Type De10ES 2P 581 Unogistred
H 17 H ” 3 ISO/IEG 14443 Type A 040FAE126F5AST Unregistered
14 We Can g|Ve AUthorIty and names to 4 ISO/IEG HHSTZ:eA 92558082 Unre:mtered

each UIDs1

IO Projectiowrc - KW RFID Configurator - o *
File Onlne Help English
& =
e T nmmm———————EE
o e 1
Enable / Autherity Factory reset
Disable | UIP Naal Hanad (172885) authority

Save urregistered UID to Tag List || Clear | Einsh |

O419A6126F6A81 Green 1

v

v 041089126F5A81 Yellow 2 Reeistered count{/500) | CSU7Text File T
4 DOFAEI26F5AE] Red ] add [ Remowe ™ r— [ mpa Expor @

e 92558082 Employee ID IDEC 10




Procedure

Configuration of KW2D:
15. After doing all settings, we have to write parameters to the RFID reader(KW2D)
O Projectkwrc - KW RFID Configurator - O X
giI( Online I-_lei@ 1 @ Enelish [+]
3 Download(PG to RFID) v D Al Settings F9
RFID L Upload(RFID to PC) F10 o+ lag List Only Ctrl+F4
B Monitor F8 -
Ena o . Name2 Authority Factory reset
Dis{ «# Communication Settings Ctr+E (17265) authority
4| " Reset RFID Reader to factory settings 1
7 041089126F5A81 Yellow 2
7 D40FAE126FHAR1 Red 3 =
v 9255BDE?2 Employee ID IDEC 10 N




Procedure

Configuration of WindLDR:
1. Open WindLDR software.

2. If Project Recovery window opens up, click on “Close”.

3. Select the PLC model as “ FC6A-D16XXCEE” ( or select the model as per your usage)

4. Open Configuration-> Click on Ethernet Port 1 and sent IP address as shown below:

@) Use the following IP address:

IP Address: 192.168. 1 . 7
Subnet Mask: 255.255.255. O
Default gateway: o.0.0.0

5. Click on Ethernet Port 2 on the left of selections to open it’s settings, set the IP address as shown below:

@) Use the following IP address:

IP Address: 192.168. 1 . 6
Subnet Mask: 255.255.255. 0
Default gateway: 0.0.0.0

6. Inthe same Ethernet Port 2 settings, check the check-box of Ethernet/IP settings and click on
“Configure”

EtherNet/IP Settings
(¥ Enable EtherNet/IP | Configure |




Procedure

Configuration of WindLDR:
7. Drag and drop EDS file of KW2D-Rx100Q4E to Scan list as shown in the step no.8 below.

( Selecting Exclusive Owner; since we
EtherNet/IP setting L can Read & Write at the same time «

= EtherNet/IP setting
+= CIP Connection Point list: Number of
= Scan list: Number of CIP connectiong

Cp*Connection Setting

Do the settings as

Node name: KW2D-Rx100Q4E Trigger of send: Cydlic E‘

e — CIP Connection name: Exclusive Owner{exclusiveo E‘ COS Inhibit time 05 |[msec Shown
- Exclusive Owner{IN_100/0UT] —_—
Timeout: RPIX 16 - Control Register D080 «| D0080 - DO0B4
@ Configuration
[C] nstance ID: 15
IN (T->0) [Receive data from the ‘target]
: S0z =
RPL Imsec] | ::;;Fsgevwce Size[word]  Occupied device address
i : Py - =
CIP Connectiontype:  |Pointtopont [+ | 36 DO500 -D0535 H
Instance ID: 003 2
3
4 -
Total data size: 36 [word] Usable size:1-36(D efault36)fword]
OUT (0->T) [Send data to the target’]
: 502 =
RPI: [msec] No. Ig;:::ewce Size[word] | Occupied device address i
P —— b . - =
1 CIP Connectiontype:  |Pointtoport [+ | 36 DOS50 - DOS85 .
= @3 EDS management Instance ID: 20012
= IDEC CORPORATION :
H WB9Z-CU100(1.1)

FC6A-D16RXCEE(1.
[l Fcsa-D16PxCEE(1.1
L - FCBA-D 16KxCEE(1.1]
- [l Fosa-D32PxCEE(L.1.

Ad Delete ‘ Import projet | oK ‘ Cancel ‘




Procedure

Configuration of WindLDR:

11. Click on EtherNet/IP and check box “ Turn ON EtherNet/IP Communication bit automatically” as shown
below:

EtherMNet/IP setting

=+ EtherNet/IP setting
i CIP Connection Pointlist: Number of

3- s_can list: Number of CIP connections [#] Turn ON EtherNet/IP Communication bit automatically
=8 1. KW2D-Rx100Q4E (192.168.1.51

i... Exclusive Owner[IN_100/OUT, Refleshupper limit 252 i:: [word/scan]

Total size of allocated device address: 72 [word]

EtherNet/IP Setting

Total size of allocable device address: 2816 [word]




Procedure

Configuration of WindLDR:
12. Click on KW2D-RX ->> Open “Target Setting” tab ->> enter IP address as shown below:

=+ EtherNet/IP setting CIP Connection Setting Li¢__ Target Setting
$=- CIP Connection Pointlist: Number of
= E ' /| Usethis target
“ Exclusive Owner[IN_100/0UT, Nodename: |kw2D-Rx100Q4€
IPAddress: 192.168. 1 . 50
ElectronicKey
Compatibility Chede Compatible |
Vendor ID: 159 %
Device Type: 43
Product Code: 3000
Revision(Major.Minork 15 |
EDSfile
Vendor: IDEC CORPORATION
Product name: KW2D-Rx100Q4E
EDSfile revision: 1.2
< i J »

13. Click “OK” on EtherNet/IP settings window.
14. Click “OK” on the Function Area Settings.
15. Go to Online -> Click on Download ( to download the PLC settings )

To Monitor the result, we can go to monitor to check the result in Data registers
1. D500~D535 ( Values from KW2D )
2. D550~D585 ( Values to KW2D)



Testing NIDEC

1.  Open “Batch Monitor” and “Custom” to check the results in WindLDR.

2. Scan an ID to check the results.

oo/ | uD Name! Naim?2 R it M
For Example, We have scanned Tag:[* $255BDB2 Employee.[D TDEC 10

1. You can observe the results for UID in registers D507 & D508, since it is 4 Byte length ( result provided
in D506). Also authority can be viewed in D505.
2. To Write commands take the help of Custom window.( as shown below with D550)

T -

| [ Batch Monito ? X

e D (Data Register (D0000 to D7999)) [+]| 500 £ MonitorType: HEX (W) - ]
Comment | |
+0 +1 +2 +3 +4 45 46 +7 +8 +9 ~
D0500 0A01 0F00 0000 0000 0056 000A 0004 9255 BDB2 0000
Do510 0000 0000 0000 0004 0000 456D 706C 6F79 6565 49
D0520 4400 0000 0000 0000 0000 4944 4543 0000 0000 0000
D0530 0000 0000 0000 0000 0003 0005 0000 0000 0000 0000
D0540 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
D0550 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
F__ FC6A_D16_KW2D_Ethernet!P_01 ? X
Write Close Save
Device Device Address Monitor Type Device Range Current Value Preset Value Comment ~
D0S50 | DO550 HEX (W) 0 0000
(1] DEC (W) 0
" DEC (W) 0
DEC (W) 0
= DEC (W) 0
= DEC (W) 0
DEC (W) 0
] DEC (W) 1] v
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